Route Map E — Safety

YEARR
Term 1a ere-:u-;iﬁeﬂu’rlnmm'nﬂ'phmeshjp‘f
Self-Image I/ TH ask to somebody who asks me fo do
and Identity | gomeihing that makes me feel sad, embarrassed or
upset
Term 1b : L .
Online | can recognise some ways in which the internet con
Relationship be usad fo communicaie.
| con give examples of hiw | imight] use technology
to communicoie with people | know.
Term 2a _
Online | can identif that | can put ind e I@hiitmmlm&ﬂmnbmmm
Reputation intarniet
Managing | con identify devices | could use o occess
Online informiaSion on the internat.
Information
| con give simple exaomples of hew 1o find
inforrmafion |2.g. search engine, voice ocfivabed
searching|.
Term 2b
Online | con describe wioys thot some people can be unkind
Bullying onling.
| can offer exomples of how this con make others
feal.
Term 3a
Health, | can identify rules that help keap us safe and
Well-being healfhy in and beyond the home when using
and lifestyle fechnology.
| con give some simple examples.
Term 3b
Privacy and | con identify some simple examgples of my personal
Security e | krvowe thaf wark | create belongs fo me.
Copyright locaon]. i
| con name my wark 5o that ofers know it belongs
and | man describe fhe people | can trust and con share tame.

Ownership

this with; | com explain why | can trust them.
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YEAR 3

Term la
Self-Image
and ldentity

| can explain what is meant by the
term ‘identity”.

| can explain how | can represent
myself in different ways online.

| can explain ways in which and why |
might change my identity depending
on what | am doing online

le.g. gaming; using an avatar; social
medial.

Term 1b
Online
Relationship

| can describe ways people who have
similar likes and interests can get
fogether online.

| can give examples of technology-
specific forms of communication (e.qg.
emaojis, acronyms, text speak).

| can explain some risks of communicating
online with others | don't know well.

| can explain why | should be careful
who | trust online and what information
| can trust themn with.

| can explain how my and other
people’s feelings can be hurt by what is
said or written online.

| can explain why | can take back my
frust in sormeone or something if | feel
nervous, uncomfortable or worried.

| can explain what it means to ‘know
someone’ online and why this might be
different from knowing someone in real
life.

| can explain what is meant by “trusting
someone onling”. | can explain why this
is different from “liking someone online”.

Term 2a
Online
Reputation
Managing
Online
Information

Online Reputation
Managing Online Information

| can search for information about
myself online.

| can recognise | need to be careful
before | share anything about myself
or others online.

| know who | should ask if | am not
sure if | should put sornething online.




| can use key phrases in search engines.

| can explain what autocomplete is and
how to choose the best suggestion.

| can explain how the internet can be
used to sell and buy things.

| can explain the difference between a
‘belief|, an “opinion” and a fact”.

Term 2b
SSIII';i g | can explain what bullying is and
can describe how people may bully
others.
| can describe rules about how to
behave online and how | follow them.
Term 3a
Health, . \
Well-being I_mn ex_plmn why spending too rr_nuch
d lifestvl fime using technology can sometimes
andfitestyle have a negative impact on me; | can
give some examples of activities
where it is easy to spend a lot of fime
engaged (e.g. games, films, videos).
Term 3b
z;':j;‘t’ and | can give reasons why | should only
vy share information with people |
Copyright choose to and can trust. | can explain
and that if | am not sure or | feel pressured,
Ownership | should ask a frusted adult.

| understand and can give reasons
why passwords are important.

| can describe simple strategies for
creating and keeping passwords
private.

| can describe how connected davicas
can collect and share my information
with others.
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YEAR 4
Term 1a
Self'lmag? | can explain how my online identity
and ldentity | ¢qn pe different fo the identity |
present in ‘real life”
Knowing this, | can describe ihe right

decisions about how | interact with

others and how others perceive me.
Term 1b
Online
Relationship | | can describe sirategies for

safe and fun experiences in a range of

online social environments.

| can give examples of how fo be

respectful fo others online.
Term 2a
Online | can describe how others can find | can analyse information and differentiate
Reputation out information about me by looking between ‘opinions’, ‘beliefs’ and ‘facts’ |
Managing online. understand what criteria have fo be met
Online before something is a fact”
Information | can explain ways that some of the

information about me online could
have been created, copied or shared
by others.

| can describe how | can search for
information within a wide group of
technologies (e.g. social media, image
sites, video sites).

| can describe some of the methods
used to encourage people fo buy things
online (e.g. advertising offers; in-app
purchases, pop-ups) and can recognise
some of these when they appear online.

| can explain that some people | ‘mest
online’ |2.g. through social media) may be
computer programmes pretending to be
real people.

| can explain why lots of people sharing
the same opinions or beliefs online does
not make those opinions or beliefs true.

Term 2b




Online

| can identify some online

Bullying technologies where bullying might

take place.

| can describe ways people can be

bullied through a range of media (e.g.

image, video, fext, chat).

| can explain why | need fo think

carefully about how content | post

might affect others, their feelings and

hows it may affect how others fael

about them (their reputation).
Term 3a
Health, | can explain how using technology
Well-being can distract me from other things |
and lifestyle | might do or should be doing.

| can identify times or situations when

| might need fo limit the amount of

fime | use fechnology.

| can suggest strategies fo help me

limit this time.
Term 3b
Privacy and | can explainwhat a strong password When searching on the internet for
Security Is. content o use, | can explain why |
Copyright need o consider who owns it and
and | can describe strategies for keeping whether | have the right to reuse it.
Ownership my personal information private,

depending on confext.

| can explain that others online can
prefend to be me or other people,
including my friends.

| can suggest reasons why they might
do this.

| can explain how infernet use can be
monitored.

| can give some simple examples.
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YEAR 5

Term 1a
Self-Image
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Managing
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| can use different search fechnologies.

| can evaluate digital confent and can
explain how | make choices from search
results.

| can explain key concepts including:
data, information, fact, opinion belief,
true, false, valid, relioble and evidence.

| understand the difference between
online mis-information (inoccurate
information disiribufed by accident) and
dis-information (inaccurate information
deliberately distributed and intended fo
mislead).

| can explain what is meant by ‘being
scepfical’. | can give examples of when
and why it is imporfant fo be ‘scepfical’

| can explain what is meant by a “hoax’ |
can explain why | need to think carefully
betore | foresard anything online.

| can explain why some information | find
online may not be honest, accurate or legal

| can use search technologies effectively.

| can explain how search engines work
and how results are selecfed and ranked.

| can demonstrate the strategies | would
apply to be disceming in evaluating
digital content.

| can describe how some online
information can be opinion and can offer

examples.

| can explain how and why some people
may present ‘opinions’ as Tacts’

| can define the terms ‘influence’
‘manipulafion’ and ‘persuasion’ and
explain how | might encounter these online
[e.g. adverfising and ‘ad targeting’].

| can demonstrate strategies to enable
me to analyse and evaluate the validity of
‘facts” and | can explain why using these
strategies are important.

| can identify, flag and report
| can explain why information that is on a inappropriate content.
large number of sifes may still be inaccurate
or untrue. | can assess how this might
happen (e.g. the sharing of misinformation
either by accident or on purpose).

Term 2b | can recognise when someone is

Online upset, hurt or angry online.

Bullying | con describe how to copiure bullying
| can describe how to get help for content as evidence (e.g screen-grab,
someone that is being bullied online URL, profile] fo share with others who
and assess when | need fo do or say can help me.
something or fell someone.

| con ideniify o range of ways fo report

| can explain how to block abusive
Users.

| can explain how 1'would report
online bullying on the apps and
platforms that | use.

| can describe the helpline services
who can support me and what |
would say and do if | needed their
help (e.g. Childline).

concams both in school and af home
about online bullying.




Term 3a
Health,
Well-being
and lifestyle

Term 3b
Privacy and
Security
Copyright
and
Ownership

'I

Continue:
Term 3b
Privacy and
Security
Copyright
and
Ownership
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YEAR 6

Term 1a
Self-Image
and ldentity

| can give examples of how the infernet and social
media can be used for positive self-promofion.

| can explain how people can curate and expenment
with their idenfity online and why they might wish to
do this.

| am awiare that my own personal enline acfivity,
history or profile (my ‘digital personality’| will affect
the type of information retumed fo me in a search or
on a social media stream, and intended fo influence
my beliefs, actions and choices.

Term 1b
Online
Relationship

| can explain how and why people who |
communicaie with online may fry fo influence others
negatively and con offer examples. 0. grooming;
radicalisation; coerclon.

| con explain strotegies for assessing the degree of
trust | place in people or organisations online.

| con describe the initial signs of pofentially
problematic situations e.g. grooming, cyberbullying.

| can assess when | need fo take action and explain
what to do if | am concerned about an online
relafionship.

Term 2a
Online
Reputation
Managing
Online
Information

| con describe and assess the benefits and the
paotential risks of sharing information online.

| con describe what is oppropriate fo say and do in
different online seftings/ platforms le.g. opinions,
walues, information, shares, Tikes, foreards’).

| can explain the ferm ‘connectivity the capacity
for connected devices |'internet of things') fo collect
and share information about me with orwithout my
knowledge (including microphones, cameras and
geolocation). | can describe how this can affect me.

| can wse various additicnal tools to refine my

wteg.mm:mmmm

| can explain how fo use search effectively and use
exgmples from my own practice to ilustrae this.

When | publish online content, | am aware of how
that content can be interpreted by others.

| can explain how Tiking’, ‘sharing’ or ‘forsarding”
online confent can change people’s opinions of me
(e.g. confribute to my online reputation).




Term 2b
Online
Bullying

| can describe how bullying may change as we grow
older and recognise when it is foking place online.

| can describe a range of different bullying types and
behaviours and ossess when these are occurming
ie.g. homophobic, racist, gender, exclusion).

| can identify and demonsirate actions fo support

Term 3a
Health,
Well-being
and lifestyle

| recognise and can discuss the pressures that

technology con place on me and howe/ when | think |

should respond.

B _

(e.g. immediate response on social media and
engagement].

| can describe strategies to identify and 0ssess
when peers may need support and describe ways
o assist peers who may be experiencing difficuliies.

| can explain how | might recognise that | need
support to confrol my vse of fechnology and who
might provide that support.

Term 3b
Privacy and
Security
Copyright
and
Ownership

| can explain whaot mahksare is and give some
examples of how it operates and what the impaoct
could be on a device or user (e.g. viruses, trojans,
ransomware).

| can explain whot cookles are and can give
exomples of how my online browsing can be
tracked and used by oihers (eg. adware].

| can identify commercial cantent and scams (e.q.
pop-ups, spamj and can discuss simple sfrategies
o manage such confent (2.g. pop-up blockers, junk
folders, unsubscribing).

| can explain how my internet use is offen monitored
(e.q. by my school or infernet service providen.

| know that commercial onling content can be
viewred, accessed or downloaded illegally.

| can give some examples of illegal access (eg.

illegal streaming, pirate sites, torrent sites, pesr-io-
peer sharing) and the associated risks.

| can accurately define the concept of plogiarism.

| cam use this definition to evaluate my own use of
online sources.







